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2. Overview

The purpose of this document is to guide configure the LDAP Server to enable Active Directory
Certificate Services (ADCS), exports the certificates and import on LDAP Client to have Secure Socket
Layer (SSL) enabled to be able to connect using SSL and change the user’s password being on same
domain and different domains.

Lightweight Directory Access Protocol (LDAP) is used by InduSoft for managing users and groups across
many different applications on a network. When this mode is selected, the project gets its users and
groups from an LDAP-compliant domain server, such as Microsoft Active Directory for Windows or
OpenLDAP for Linux.

3. Configure LDAP server to have SSL enabled

3.1.

Install Active Directory Certificate Services

The certificate service is necessary to be able to connect the client to the server using Secure Socket
Layer (SSL).

1.

A w DN

o
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Log in to your Active Directory server as an administrator
Click Start, point to Administrative Tools, and then click Server Manager.
In the Roles Summary section, click Add Roles.

On the Select Server Roles page, select the Active Directory Certificate Services check box.
Click Next twice.

On the Select Server Roles page, select the Certification Authority check box, and then click
Next.

On the Specify Setup Type page, click Enterprise, and then click Next.
On the Specify CA Type page, click Root CA, and then click Next.
On the Set Up Private Key page, select create a new private key. Click Next.

On the Set Up Private Key — Cryptography page, you can configure optional configuration
settings. However, the default values should be fine. Click Next.

. On the Set Up Private Key — CA name page, in the Common name for this CA box, type the

common name of the CA, and then click Next.

. On the Set Up Private Key - Validity Period page, you can set the validity period for the certificate

generate for this CA, and then click Next.

. On the Set Up Certificate Period page, accept the default values or specify other storage locations

for the certificate database and the certificate database log, and then click Next.
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13. After verifying the information on the Confirm Installation Selections page, click Install.

14. Review the information on the results screen to verify that the installation was successful.

15. Start > Run > gpupdate /Force

3.2. Export Certificate

You need to export the certificates files from LDAP Server to import on LDAP client to be able to connect
using Secure Socket Layer (SSL).

Note: If LDAP server and client are on same domain this step is not necessary.

1. Click on the Start menu and click Run.
2. Type in mmc and click OK.
CIMEE X

= Type the name of a pregram, folder, document, or Internet
resource, and Windows will open it for you.

Open: I j

@ This task will be created with administrative privileges.

oK I Cancel | Browse... |

3. Click on the File menu and click Add/Remove Snap-in...

= consolel - [Console Root] i 10l x|
w Acton View Favorites Window Help | = | = |1|
Iilh_ Mew Cirl +H
—  Open... Ctrl+0 I -
1 save Chrl+s LTS
Save As... There are no items to show in this view. Console Root e

Add/Remove Snap-n...

Maore Actions 4
Options...

1C:\Windows),..\servermanager

Exit

|Enables you to add snap-ins to or remove them from the snap-in console.
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4. If you are using Windows Server 2003, click on Add button. Double-Click on Certificates.

Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. Far
extensible snap-ns, you can configure which extensions are enabled.

X

Available snap-ins: Selected snap-ins:
Snap-in | Vendar | - [l console Root Edit Extensions... |
=] ActiveX Control Microsoft Cor...
d Authorization Manager  Microsoft Cor... hemaove |
rtificates Microsoft Cor...
&, Component Services Microsoft Cor... Mave Lp |
"é' Computer Managem... Microsoft Cor... —
=y Device Manager Microsoft Cor... [ove Do |
=¥ Disk Management Microsoft and. .. Add > |
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
\=[ Group Policy Object ... Microsoft Cor...
S internet Information. .
g IP Security Monitor Microsoft Cor...
@ IP Security Policy Ma... Microsoft Cor...
= Link to Web Address  Microsoft Cor... LI (R
Description:
The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

QK I Cancel

5. Click on Computer Account and click Next.
x|

This snap-in wil always manage cerdificates for:
™ My user accourt
" Service accourt

¥ Computer accourt

¢ Back Mext > Cancel
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6. Leave Local Computer selected and click Finish.
x
Select the computer you want this snap-in to manage.
r— This snap-n will always manage:
% Local computer: the computer this consale is running on)
" Another computer: I Brawsze,.. |
[ Allow the selected computerto be changed when launching from the command line. This
onfy applies f you save the console.
< Back I Finish I Cancel
7. If you are using Windows Server 2003, click the Close button. Click OK.
x|

‘fou can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-n | Vendor | i [ Console Root Edit Extensions. .. I
=" ActiveX Control Microsoft Cor... _ﬁ.hl Certificates {Local Computer)
.ﬁ.uﬂ'norizaﬁon Manager Microsoft Cor... GEENE I
. Certificates Microsoft Cor...
EH Component Services Microsoft Caor... Mave g I
;é' Computer Managem... Microsoft Cor,., —
24 Device Manager Microsoft Cor... Maye Down I
=4 Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
\=f Group Policy Object ... Microsoft Cor...
.‘;‘-'Internet Information. ..
@ IP Security Monitor Microsoft Cor...
@ IP Security Policy Ma... Microsoft Cor...
= Link to Web Address  Microsoft Car... LI i s

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.,

oK Cancel
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8. Click the plus sign next to Certificates in the left pane.

= Consolel - [Console Root]

E File Action View Favorites Window Help

L AIIEAT 1
Mame

uqij Certificates (Local Com | (Gl Certificates (Local Computer)

9. Click the plus sign next to the Trusted Root Certification Authorities folder and click on the
Certificates folder.

10. For Each certificate with the domain-machine name Right-click on the certificate with domain-
machine name and select All Tasks and then Export...

B Consolel - [Console Rooth Certificates - Current User', Trusted Root Certification Authorities,Certificates]
Flle  Action Wew Fawvorites  Window  Help
®$| =8z =
_| Console Root Issued To = | Issued By | Expiration Date
=l G Certificates - Current User Flrtr oo 7 e T P 5i12/2025
| Personal gl rtems 7 Bkl Ry o T 0 8/1/2028
= || Trusted Root Certification Authorities s FY 1D MirunenFR o
Bl Certificates _ng'r' : e . fi:?;;g?g
_| Enterprise Trust 8i22/2018
j_; Intn?rmec_liate CertiFicatiDr_l Authorities s120)2022
._; Ackive Dlrectlu:ur';-' User Object 7162036
_| Trusted Publishers
_| Untrusted Certificates 1f28(2028
" | Third-Party Root Certification Authorities 8/13/2018
| Trusted People 123171999
“| Smart Card Trusted Roots 1z}31/2020
592021
Lj7iz004
10)7/z021
10)7/2021
1072021
12131}z020
7162056
1/292022
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11. In the Certificate Export Wizard click Next.

Certificate Export Wizard i X|

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next,

= Back I Mext = I Cancel |

12. Choose "No, do not export the private key" and click Next.

Export Private Key
‘ou can choose bo export the private key with the certificate,

Private keys are password protecked, IF wou want to export the private ke with the
certificate, wou musk tvpe a password on a later page.

Do wou wank ko export the private key with the certificate?
" Yes, expork the private key

¥ Mo, do not export the private key

Learn more abouk exporting private keys

< Back, I Mexk = I Cancel
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13. Select DER encoded binary X.509(.CER) and click Next.
certifcate bwport wieard [

Export File Format
Certificates can be exported in a wariety of file formats,

Select the format wou want ko use:
+ DER encoded binary 2,509 {,CER}
("~ Base-64 encoded X509 { .CER)
" Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7E)

[™ Include &l certificates inkthe certification path if possible

" Personal Information Exchange - PRES #12 (.PF2

™ Include &l cerbificates in the certification path if possible
7 Delete the private key if the export is successful
[T Export all extended properties

£ Wicrosoft Serialized Certificate Store (L55T)

Learn mare about certificate File formats

< Back I Mext = I Cancel
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14. Click Browse and find a location to save the .cer file to. Type in a name such as "mydomain.cer"
and then click Next.

Certificate Export Wizard

File to Export
Specify the name of the file you want ko export

-

File name: R R e Rl L R D
I Browse. .. I B SR T SR B Tl
- :
'k ;l( ) |' Desktop ~ - m]l Search Deskbop pel
File name: j

Save as bype: IDER Encoded Binary ¥.509 (*.cer) j

¥ Browse F-:-Idersl Save I Cancel |

A

Ly L e

R A s

< Back [Ext = Cancel
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15. Click Finish. The .cer file containing the certificate is now saved to the location you specified.

Certificate Export Wizard |

Completing the Certificate Export
Wizard

== You have successfully completed the Certificate Export
S ﬁ wizard,

“éf‘_. .- r .
= g You have specified the Fallowing settings:

File Mame

Export Kews Mo
Include all certificates in the certification path Mo
File: Formak DER En

< | i

< Back I Finish I Zance|

16. Repeat steps 10-15 For Each certificate with the domain-machine name.

17. Copy the .cer files saved to the location you specified to LDAP client’s machine.

3.3. Change policy password

You can change the policy password as you prefer. The security setting Minimum password age is an
important attribute because this determines the period of time (in days) that a password must be used
before the user can change it. This attribute is very important to test the functionality of change password
because the default value is 1 this means that you can change the password once a day.

1. Start > Run > gpmc.msc
2. Domains > Domain > Group Policy Objects > Default Domain Policy > Edit

3. Computer Configuration > Policies > Windows Settings > Security Settings > Account Policies >
Password Policy

4. You will see the password policies.
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5. Double click on one of them and change to your need.
6. You may need to run gpupdate for a fast group policy update

7. Start > Run > gpupdate /Force

4. Configure LDAP client computer to connect using SSL

4 1. Import LDAP Server Certificate

If LDAP server and client are on different domain you need to import the certificates files from LDAP
server (see “3.2 Export Certificate”) to connect client to server using Secure Socket Layer (SSL).

Note: If LDAP server and client are on same domain this step is not necessary.

1. Click on the Start menu and click Run.

2. Type in mmc and click OK.
CIEEE— x|

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: I j

W) This task will be created with administrative privileges.

oK I Cancel Browse... |
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3.

Click on the File menu and click Add/Remove Snap-in...

= Consolel - [Console Root] 1ol x|
W Action  View Favorites Window Help | = | = |i|
q? New Cirl+M
—  Open... cirl+0 i =
-+ save cirl+s L
There are no items to show in this view. Console Root =
More Actions 3

1 C:\Windows). .. \servermanager

Exit

|Enables you to add snap-ins to or remove them from the snap-n console. | |
If you are using Windows Server 2003, click on Add button. Double-Click on Certificates.
x

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n | Vendor | - | console Roat Edit Extensions... |
" ActiveX Contral Microsaoft Caor...
Auﬂ'mrizaﬁon Manager Microsoft Cor... P |
Certificates Microsaft Cor...
| Component Services Microsoft Cor... Mare g |
E'é‘-Computer Managem... Microsoft Cor,,, —
&= Device Manager Microsoft Cor... [aye Do |
= Disk Management Microsoft and... Add > |
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
=] Group Policy Object ... Microsoft Cor...
¥ internet Information...
@ IP Security Monitor Microsoft Cor...
@ IP Security Policy Ma... Microsoft Cor...
12| Link to Web Address  Microsoft Cor... ll i
Description:
The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

oK I Cancel
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5. Click on Computer Account and click Next.
x|

This snap-in will always manage certfficates for:
My user account
{~ Service account

{* Computer account

< Bach Mexd = Cancel

6. Leave Local Computer selected and click Finish.

Select Computer |

Select the computer you want this snap-n to manage.

— This snap4n will always manage:

¥ |ocal computer: the computer this console is running on)

™ Another computer: I Browse,.. |

[ Allow the selected computer to be changed when launching from the command line. This
onty applies if you save the console.

< Back I Finish I Cancel
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7. If you are using Windows Server 2003, click the Close button. Click OK.

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Description:

Snap-n | Vendor | -
- ActiveX Control Microsoft Cor...
.-'-\uﬂ'mrizaﬁan Manager Microsaft Cor,..
ﬁ Certificates Microsoft Cor...
2 Component Services Microsaft Cor...
:ﬁ' Computer Managem... Microsoft Cor,,, —
g=n Device Manager Microsoft Cor...
1=F Disk Management Microsoft and...
E Event Viewer Microsoft Cor...

| Folder Microsaft Cor...
_: Group Policy Object ... Microsoft Cor...
SBInternet Information. .
'@IP Security Monitor Microsoft Cor...
'@IP Security Policy Ma... Microsoft Cor...
| Link to Web Address  Microsoft Cor... ll

Selected snap-ins:

[ console Root Edit Extensions. .. |
_ﬁ}J Certificates (Local Computer)
Remoyve |
[oe Ug |
Mowe Dawrn |
Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

oK |

Cancel |

8. Right-click on the Trusted Root Certification Authorities folder and select All Tasks and

then Import...

™ Consolel - [Con=sole Root' Certificates {Local Computer)', Trusted Root Certification Authoril

ﬁ File  #Ackion  Wiew Favorites  Window  Help

= | 7

%| B | o l=|H|m

j—

Console Rook

3 I R = R = R = R S R

= ._E.)J Certificates (Local Computer)
Personal

Trusted Root Certification Authorities
Enterprise Trusk
Intermediate Certification Authorities
Trusted Publishers
Unkrusted Certificates
Third-Party oot Certification suthari
Trusted People
Remoke Deskiop
Certificate Enrollment Requesks
Smart Card Trusked Rooks
Trusted Devices

Obiject Tvpe

| Certificates

Find Cerkificates. ..

Find Certificates. ..

View g

Imnport...

Mew Windaw From Here

Mew Taskpad Wiew. ..

Refresh
Expirt Lisk. ..

Help

9. In the Certificate Import Wizard click Next.
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Certificate Import Wizard

Welcome to the Certificate Import
Wizard

& |l This wizard helps vou copy certificates, certificate trusk
, J" = %; lists, and certificate revocation lists from ywour disk to &

= M certificate store.
A certificake, which is issued by a certification authority, is
a confirmation of your identity and conkains information
used to prokect data or to establish secure netwark
connections, A certificate store is the system area where
certificates are kept,

To continue, dlick Mext,

= Back I ek = I Cancel |

10. Click the Browse button and find the .cer file that you copied over and click Open and then Next.

11. Click "Place all certificates in the following store" and click Next.

Certificate Import Wizard E3 I

Certificate Store

Certificate stores are system areas where certificates are kept,

‘Windows can automatically select a certificate skare, ar wou can specify a location Far
the certificate.

= automatically select the certificate store based on the type of certificate
' Place all certificates in the Following stare

Certificate store:

Trusted Rook Certification Authorities Browse, .. |

Learn more abouk certificate stores

< Back. I Mexk = I Cancel
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12. Click Finish to complete the wizard.
13. Repeat steps 8-12 for each of the certificates copied from the server.

14. You can now click the Refresh button in the toolbar to refresh and find your certificate in the
Certificates folder under Trusted Root Certification Authorities.

15. Close the MMC console. You do not need to save any changes.

4 2. Edit Your Hosts File

You can’t use IP address to connect client to server using Secure Socket Layer (SSL), you must use
machine’s name of LDAP server because the certificate exported from LDAP server is based on server’s
name.

Windows:

1. Click on the Start menu and click Run.

2. Type in notepad c:\Windows\system32\drivers\etc\hosts and press ctri+shift+enter.

5
= Run

Type the name of a pregram, folder, document, or Int
rescurce, and Windows will open it for you.

=]

Dpen: notepad chwindows em32hdrivers\etchhosts

E‘;' This task will be created with administrative privil

[ K . ] [ Cancel | [ Rroviae

3. Once notepad is open you can edit the file and redirect LDAP Server IP.
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| hosts -

| File Edit Format View ..I.—.|e.|.p
#For NC, no new entry above, befween this and next comments

#end of NC entry
# copynight (c) 1993-2009 microsoft corp.
#

# this is a sample hosts file used by microsoft tep/p for windows.

#

# this file contains the mappings of ip addresses fo host names. each

# entry should be kept on an individual line. the ip address should

# be placed in the first column followed by the corresponding host name.
# the ip address and the host name should be separated by at least one
# space.

#

# additionally, comments (such as these] may be inserted on individual
# lines or following the machine name denoted by a #' symbol.

| #

|
# 102.54.94.97  rhino.acme.com # source server
# L 20.0J. X.acme.com # x client host

4. Make sure to save it.

Linux:
1. Open the terminal.

2. Type in sudo vim /etc/hosts

209 . @ubuntu: ~

File Edit View Terminal Help
o or@ubuntu:~$ sudo vim ,a'etr.;"hostsl
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3. Now that it is open we can edit it to redirect LDAP Server IP.

286 " dubuntu: -
File Edit View Terminal Help

HZ&.B.B.l localhost
127.8.1.1 ubuntu

4. Make sure to save it.

5. Appendix

If you encounter the error: Error to connect LDAP server (Idap_connect) (0x51)
1. Confirm network settings by trying connecting without using SSL.

2. Verify you have imported all of the certificates from the server. See Section 3.2, steps 10-15 and
section 4.1, steps 8-12.
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